Office for National Statistics - Privacy Impact Assessment
Requirement for a PIA
Explain what the project aims to achieve, what the benefits will be to the organisation, to individuals and to other parties. Explain why the need for a PIA was identified.
Description of information flows 
Describe how, what and why information is processed throughout its lifecycle, including collection/creation, storage, access, use, disclosures and deletion/destruction. Highlight the number of individuals which are likely to be affected by the project.
Data Protection Principles

The Data Protection Act 1998 contains the following 8 principles which must be complied with when processing personal data.

	Principle
	Compliant – Yes/No
	Comments

	1. Personal data must be processed fairly and lawfully and, in particular, shall not be processed unless – 
a. at least one of the conditions in Schedule 2 is met, and 

b. in the case of sensitive personal data, at least one of the conditions in Schedule 3 is also met.
	
	

	2. Personal data shall be obtained only for one or more specified and lawful purposes, and shall not be further processed in any manner incompatible with that purpose or those purposes.
	
	

	3. Personal data shall be adequate, relevant and not excessive in relation to the purpose or purposes for which they are processed.
	
	

	4. Personal data shall be accurate and, where necessary, kept up to date.
	
	

	5. Personal data processed for any purpose or purposes shall not be kept for longer than is necessary for that purpose or those purposes.
	
	

	6. Personal data shall be processed in accordance with the rights of data subjects under this Act.
	
	

	7. Appropriate technical and organisational measures shall be taken against unauthorised or unlawful processing of personal data and against accidental loss or destruction of, or damage to, personal data.
	
	

	8. Personal data shall not be transferred to a country or territory outside the European Economic Area unless that country or territory ensures an adequate level of protection for the rights and freedoms of data subjects in relation to the processing of personal data.
	
	


Privacy compliance review
	Privacy issue
	Risk to individuals
	Compliance risk
	Associated organisation / corporate risk

	eg Misuse of data


	Personal data could be used in a manner incompatible with the Data Access Agreement
	Data Protection Act 1998, Schedule 1, Part I, Principle 7 – Appropriate technical and organisational measures shall be taken against unauthorised or unlawful processing of personal data and against accidental loss or destruction of, or damage to, personal data
	Reputational risk

Loss of trust

Legal implications



	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	


Privacy solutions
	Risk
	Solution(s)
	Result – Risk eliminated, reduced or accepted
	Evaluation – is the solution a justified, compliant and proportionate response to the aims of the project

	eg Misuse of data


	ONS will ensure that their staff, including any contractors, understand and guarantee to maintain the confidentiality requirements of this data supply and will ensure that anyone involved with the processing of this data supply is aware of the penalties of wrongful disclosure
	Reduced


	Yes



	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	


Sign off and PIA outcomes
	Risk
	Approved solution
	Completion date
	Approved by

	eg Misuse of data
	There will be a requirement that before a member of staff can access the data there will be required to undertake a series of training courses and pass an examination on the subject of data security 
	01/06/2017
	Information Asset Owner

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	


Review
Review the PIA throughout the project. If there are any changes to the status of risks of newly found risks, record them here. 

	Reviewed/New risk
	Reviewed/New solution
	Result – Risk eliminated, reduced or accepted
	Completion date
	Approved by

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	


